
 

 

Privacy Policy for Representatives of Health Care Providers  

We are Eitan Medical Ltd. (“Eitan Medical”, “we”, “us” or “our”) and we develop drug delivery and 
advanced infusion devices. This privacy policy (“Privacy Policy”) is designed to inform employees and 
other staff members of the Health Care Providers we work with (“Representatives”, “you”, “your”) on 
how we handle their Personal Data, which may be collected and processed as part of the Services we 
provide to the Health Care Providers.   

We encourage the Representatives to read this Privacy Policy carefully, and to regularly check this page 
to review any changes we might make to the terms of this Privacy Policy, in addition to the Health Care 
Provider’s privacy policy.  

  

1. Definitions   

2. Our role  

3. The Personal Data that we receive  

4. How we collect your Personal Data  

5. How we use your Personal Data  

6. Sharing your Personal Data with third parties  

7. International transfers  

8. Data security  

9. Your rights  

10. Contact Details  

11. Changes to this Privacy Policy   

If you are a resident of the state of California, please read the additional information for California 
residents.   

  

1. Definitions   

• “Personal Data” means any information about a Representatives from which that person can be 
identified.  

• “Health Care Provider” or “HCP” means a clinic, pharmacy, or other health care provider or 
other entity that provides medical or medical-related services (including medication) to patients, 
and which entered into an agreement with Eitan Medical for the provision of Services.   

• “Services” means services provided by Eitan Medical to the HCP in accordance with the 
applicable agreement between the parties, which include, among others, the provision of devices 
to be used by patients and support and maintenance services for such devices. A “device” refers to 
a device that facilitates and/or measures drug intake, by itself or together with other components, 
including (but not limited to) the devices branded “Avoset”, “Sapphire” and “Connect”.   

2. Our role  

• Only the HCP, at its sole discretion, and not Eitan Medical, determines the means and purposes 
for which Personal Data that we collect as part of the Services can be used or processed.   

• Eitan Medical acts as a “data processor” under the EU General Data Protection Regulation 
(“GDPR”) and as a “service provider” under the California Consumer Privacy Act (as amended 
by the California Privacy Rights Act of 2020) (“CCPA”) with respect to any processing of 
Personal Data for the provision of the Services, and the HCP acts as a “data controller” or  
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“business” under such laws. This Privacy Policy describes how we process Personal Data as a data 
processor on behalf of the HCP, pursuant to the applicable data processing agreement(s) we have 
in place with the HCP.  

• As the data controller, the HCP is responsible for providing you with information on rights that 
you may have under applicable privacy laws, including the GDPR and CCPA (to the extent 
applicable).   

3. The Personal Data that we receive   

In order to provide our Services, we may receive the following types of Personal Data on a 
Representative:   

• Identity Data includes first name and last name.  

• Contact Data includes email address and telephone number.   
Protecting the Privacy Rights of Third Parties  

If a Representative provides to us any Personal Data relating to others, the Representative must make 
sure he/she has permission to do so.   

4. How we collect your Personal Data   

We use different methods to collect data from and about Representatives, including through:  

• HCPs. The HCP may provide us with, or grant us access to, your Personal Data as part of the 
provision of our Services to the HCP.   

• Direct Interactions. You may provide Personal Data directly to us as part of the provision of 
our Services to the HCP.   

Representatives are not legally obligated to provide any Personal Data to us. Any Personal Data that 
a Representative chooses to provide to us, is provided at the Representative’s own free will, however 
the Representative acknowledges that we may not be able to provide our Service without the receipt 
of certain Personal Data.  

5. How we use your Personal Data    

Below is a description of the ways we use Personal Data of Representatives:   

• We process the Representative’s Personal Data on behalf of the HCPs in order to provide the 
Services and perform our contract with the HCP, according to the HCP’s instructions and 
applicable law.  

• We may also use the Representative’s Personal Data as: (a) required by subpoena, law, or other 
legal process; (b) necessary to assist law enforcement officials or government enforcement 
agencies; (c) necessary to protect us from legal action or claims from third parties, including the 
Representative or the HCP; or (d) necessary to protect the legal rights, personal/real property, or 
personal safety of our company, users, employees, and affiliates.   

• We also collect, use and share aggregated, anonymized and/or de-identified data such as 
statistical data for any purpose, including such data that is derived from the Representative’s 
Personal Data. Such information does not reveal the Representative’s identity, and therefore is 
not considered to be Personal Data.   

6. Minors  

In order to provide us with Personal Data, the Representative must be at least 18 years of age, or older, 
if otherwise required by the laws of the country where the Representative resides. We do not knowingly 
collect Personal Data from children under the age of 18.   

If you are a parent or legal guardian and have concerns about your child’s privacy, or if you believe 
that your child may have provided us with their Personal Data, please contact the relevant HCP that is 
the data controller of the applicable Personal Data.    
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7. Sharing your Personal Data with third parties   

We may share Personal Data with third party service providers that provide services to us in connection 
with the purposes listed in Section 5 above (such as providers of cloud services, IT support, etc.).   

We may also share the Personal Data with legal and regulatory authorities, to the extent required by 
applicable law; our professional advisors (e.g. lawyers, accountants) to the extent necessary for the 
provision of their services to us in accordance with the purposes listed in Section 5 above; and third 
parties to whom we may choose to sell, transfer, or merge our business (or parts thereof) or our assets, 
provided that such third parties have committed themselves to protecting your Personal Data in 
accordance with the principles set forth in this Privacy Policy.   

8. International Transfers    

We may transfer Personal Data to countries outside of the country in which the Representative resides 
(including outside of the European Economic Area (EEA) or the United Kingdom (UK)), that do not 
provide the same level of data protection as the country in which the Representative resides and are 
not recognized by the European Commission and/or the applicable UK authority as providing an 
adequate level of data protection.  

Our international transfers of Personal Data are subject to safeguards that ensure the protection 
Personal Data, such as standard contractual clauses approved by the European Commission.  

9. Data Security    

We have put in place security measures to prevent Personal Data from accidental or unlawful loss, use, 
alteration or disclosure. We also maintain technical safeguards to protect Personal Data.   

Nevertheless, we cannot guarantee against the loss or misuse of Personal Data or secure data 
transmission over the internet because of its nature .  

10. Data Subject’s Rights  

Representatives may have certain rights regarding the processing of their Personal Data under the 
GDPR, the CCPA, the Israeli Protection of Privacy Law, 1981 or other applicable privacy laws, which 
may include, for example, a right of access and a right to request correction or deletion (under certain 
circumstances). In order to obtain additional information and exercise such rights, please contact the 
HCP that is the data controller with respect to your Personal Data (this would normally be your 
employer).    

11. Contact details   

If you have any questions on how we handle your Personal Data or on this Privacy Policy, please 
contact us at:   

Email: DPO@eitanmedical.com   

 Address: 29 Yad Haruzim St., P.O. Box 8639, Netanya 4250529 Israel 

  

12. Changes to this Privacy Policy   

We reserve the right to change this Privacy Policy at any time. If we do so, we will post an updated 
version of this Privacy Policy at https://eitanmedical.com/privacy-policy/  so that the Representatives 
and HCPs are always aware of our data processing practices. Your continued use of our services after 
any change to this Privacy Policy will constitute acceptance of such change.  

  

This version was last updated on September 10, 2024.   
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ADDITIONAL INFORMATION FOR CALIFORNIA RESIDENTS  

Scope  

The CCPA provides California residents with specific rights regarding their Personal Information. This 
section applies only to Representatives that are California residents. This section does not apply to our 
handling of publicly available information from government records, de-identified or aggregated 
information or other information that is excluded from the CCPA’s scope.   

As mentioned above, Eitan Medical is considered a “service provider” under the CCPA with respect to any 
collection or use of your Personal Information, and the HCPs acts as a “business”. The term “Personal 
Information” shall have the meaning ascribed to it under the CCPA.   

Personal Information we collect, use and disclose   

We may, acting as a service provider to the HCP, collect the categories of Personal Information listed in 
the table below. We do not collect sensitive Personal Information. The table also lists, for each category, 
the source of the Personal Information, the business purposes for which it will be processed and the third 
parties to whom it may be disclosed.   

Personal  
Information 

Category  

 Business Purposes   Source  Disclosure to third 
parties  

Identifiers, such 
as name, email 
address or  
telephone number  

•  

•  

In order to provide the 
Services and perform our 
contract with the HCP, 
according to the HCP’s  
instructions and applicable 
law.  

Compliance with a legal 
requirement, including: 
(a) as required by 
subpoena, law, or other 
legal process; (b) 
necessary to assist law 
enforcement officials or 
government enforcement 
agencies; (c) necessary to 
protect us from legal 
action or claims from 
third parties, including the 
Representative or the 
HCP; or (d) necessary to 
protect the legal rights, 
personal/real property, or 
personal safety of our 
company, users, 
employees, and affiliates.  

•  

•  

  

HCPs. The HCP 
may provide us 
with, or grant us 
access to, your 
Personal 
Information as 
part of the 
provision of our 
Services to the 
HCP.   

Direct  
Interactions.  
You may provide  
Personal  
Information 
directly to us as 
part of the 
provision of our 
Services to the 
HCP.   

• Third party service 
providers that 
provide services to 
us in connection 
with the 
aforementioned 
business purposes, 
such as cloud 
storage providers.  

• Web analytics 
providers, email and 
marketing service 
providers and other 
vendors that assist 
us in maintaining 
the Website.  

• Legal and  
regulatory 
authorities, to the 
extent required by 
applicable law.  

• Professional  
advisors (e.g.  
lawyers,  
accountants), to the 
extent necessary for 
the provision of 
their services to us.  

• Third parties to 
whom we may  
choose to sell,  

Personal 
information 
categories listed 
in the California  
Customer  
Records statute  
(Cal. Civ. Code § 
1798.80(e)), such 
as name and  
telephone number  
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Personal  
Information 

Category  

Business Purposes  Source  Disclosure to third 
parties  

   transfer, or merge our 
business (or parts 
thereof) or our  
assets, or parties whose  

If a Representative provides to us any Personal Information relating to others, the Representative must 
make sure he/she has permission to do so.   

This section describes our current practices and our practices during the 12 months preceding the “Last 
Updated” date of this Policy.  

Opt-out of the sale or sharing of Personal Information (“do not sell” / “do not share”)  

We do not sell Personal Information or share it with third parties for cross-context behavioral advertising, 
and have not done so in the past 12 months.   

We do not knowingly sell or share (as such terms are defined in the CCPA) Personal Information of 
consumers under 16 years of age.   

Data Retention   

We retain your Personal Information for as long as necessary to fulfill the purposes we collected it for, 
including for legal or reporting requirements.   

In order to determine the appropriate retention period for Personal Information, we consider the following 
criteria: the volume, nature, and sensitivity of the Personal Information, the potential risk of harm from 
unauthorized use or disclosure of Personal Information, the purposes for which we collect and process 
Personal Information, the timeframe during which we may require such Personal Information in connection 
with potential litigation, and applicable legal requirements.  

Your California Privacy Rights under CCPA  
Representatives may have certain rights regarding their Personal Information under the CCPA. In order to 
obtain additional information and exercise such rights, please contact the HCP that is the data controller 
of your Personal Information (this would usually be your employer).    

  


