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Eitan Insights™ is committed to providing a secure
and compliant digital health solution. Our approach
to cybersecurity includes compliance with industry (o) o eitqn

standards and regulations, the use of cutting-edge mediccﬂ

technology, and a focus on security by design. care & beyond™




Eitan Insights™
Cybersecurity Framework

As the digital health industry continues to grow,
the need for robust cybersecurity measures becomes
increasingly important.

Eitan Insights™, our digital health platform, is designed
with these considerations in mind, using cutting edge
technology to protect user data.

Security by Design

Eitan Insights™ is built with security in mind from the ground up. Our approach to software
development incorporates security by design principles, meaning that security is considered and
implemented throughout the entire development process. This helps to ensure that security is not
an afterthought, but rather an integral part of the product.

HIPAA & GDPR Compliance

Eitan Insights™ is fully compliant with the Health Insurance Portability and Accountability Act
(HIPAA) and the General Data Protection Regulation (GDPR). These regulations set strict standards
for the protection of personal health information (PHI) and personal data, respectively. We have
implemented processes and controls to ensure that all PHI and personal data is handled in
accordance with these regulations, including regular risk assessments and data access controls.

ISO 27001

Eitan Insights™ is ISO 27001 certified, the international standard for information security
management. This certification demonstrates our commitment to maintaining an ongoing,
risk-based approach to the management of information security, and the implementation of best
practices for protecting user data.



Data Encryption and Access Control

Eitan Insights™ utilizes state-of-the-art encryption methods to protect user
data. All data is encrypted both in transit and at rest, ensuring that it is
protected against unauthorized access, even in the event of a data breach.
Eitan Insights™ utilizes multi-factor authentication to further secure user

accounts.

Cutting-Edge Cloud Architecture

Eitan Insights™ is built on a cutting-edge cloud architecture that utilizes the latest security features
and best practices. This includes the use of Microsoft Azure, a secure and reliable cloud platform.
Our use of Microsoft Azure provides us with access to a range of security tools and features,
including secured communication methods between all system components to secure data

in transit, and cloud-native security tools to protect data at rest. In addition, Eitan Insights™ is
deployed across multiple regions to ensure high availability and disaster recovery capabilities.

This multi-region deployment helps to ensure that user data is always accessible, even in the event
of a failure in a single region. Our use of Azure and multi-region deployment, in combination with
our focus on security by design, provides a secure and reliable foundation for Eitan Insights™.




Active Security Measures

Eitan Insights™ employs active security measures to ensure the ongoing protection of user data.
These measures include continuous monitoring of our systems and networks to detect and
respond to potential security threats. We also conduct advanced penetration testing to identify
vulnerabilities in our systems and infrastructure. These tests simulate real-world attack scenarios
to help us identify and address potential weaknesses in our security posture.

By actively monitoring and proactively testing our systems, we are able to identify and address
potenatial threats before they can cause harm. These measures are an important part of our
overall approach to cybersecurity and help to ensure the continued protection of user data.
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